
AML Risk Report generated by Coinfirm's AML/CTF Platform (https://www.coinfirm.com).

ID: 0fe169d2f004514c92756ae4cb7b0ec0b09765ce02c085e5b50ec649fc0c05f7

Time: 2020-04-02T11:01:14.004Z (UTC), Report Generation Block Height: 9792188.

Refer to Terms of Service for conditions of Report use.

AML Risk Standard Report for ETH address

 fbb1b73c4f0bda4f67dca266ce6ef42f520fbb98

Used Multisig Owner with multiple addresses

Hot wallet address belonging to a cryptocurrency exchange.

CURRENT BALANCE 104 544.238098 ETH

USD VALUE
14 429 613.92 USD

at 138.024 USD/ETH rate

TOKENS 944 types

TOTAL INCL TOKENS 212 498 219.43 USD

PROFILE


Name:

BITTREX.COM

Type:

Cryptocurrencies exchange + 6 other

types

C-SCORE -

53

Risk level:

MEDIUM

Key Risk indicator:

Round transactions amounts

NETWORK MEMBERSHIP


Status:

NOT A NETWORK
MEMBER



  C-SCORE ANALYSIS



  PROFILE ANALYSIS

 BITTREX.COM WWW.BITTREX.COM

OWNERSHIP DETAILS

OWNER

Name Bittrex.com

Legal name Bittrex Inc.

Profiles Cryptocurrencies exchange

Initial Coin Offering beneficiary

Multiple Initial Coin Offerings contributor

Extensive user address

Hot wallet address

Mining address

Address owned by a company

OWNER RISK INDICATORS

GEOGRAPHICAL RISK MEDIUM Medium risk country

INDUSTRY MEDIUM Cryptocurrencies exchange

ICO CONTRIBUTOR YES

ADDITIONAL INFORMATION

CLUSTER YES There are a total of 1 085 190 addresses belonging to same owner

https://platform.coinfirm.com/www.Bittrex.com


  FINANCIAL ANALYSIS

TOTAL TRANSACTIONS 9088236

TURNOVER
68 402 699.152547 ETH

$9 441 214 147.83

 TOTAL INPUT
34 262 788.716902 ETH

$4 729 087 149.86

AVG INPUT
6.817593 ETH

$940.99

LARGEST
695 602 ETH

$96 009 770.45

SMALLEST
0 ETH

$0.00

INPUT COUNT 5024625

 TOTAL OUTPUT
34 139 910.435645 ETH

$4 712 126 997.97

AVG OUTPUT
3.856504 ETH

$532.29

LARGEST
850 000 ETH

$117 320 400.00

SMALLEST
0 ETH

$0.00

OUTPUT COUNT 8848848



INPUT / OUTPUT

BALANCE



  DISCLAIMER

The Report is information only and is valid on the date of its issuance. Coinfirm does not give any express or implied warranty to 

the validity of any Report after the date of issuance of any Report. 

Coinfirm takes all steps necessary to provide an independent analysis and information in the Report. 

Coinfirm is not liable for any changes in assumptions and updates to this report in the case of new facts or circumstances 

occurring after the date of the Report or not known to Coinfirm at the time of generation of this Report. 

Any decision taken by the recipient of this report is made solely on their own risk. The liability of Coinfirm is hereby excluded to 

the fullest extent permitted by the applicable law. The Report does not discharge any obligation of proper internal risk 

assessment and/or decision making process. 

In no event will Coinfirm be liable to the recipients for: 

   - any act or alleged act, or any omission or alleged omission, that does not constitute wilful misconduct by Coinfirm, as 

determined in a final, non-appealable judgment by a court of competent jurisdiction, 

   - any indirect, special, punitive, incidental, exemplary, expectancy or consequential damages, including lost profits, lost 

revenues, loss of opportunity or business interruption, whether or not such damages are foreseeable, or 

   - any third-party claims (whether based in statute, contract, tort or otherwise). 

This report should be read in full because any separate analysis of each of its parts can lead to erroneous conclusions. 

Certain information, due to high risk (e.g. crime related), used for analysis, may not be able to be disclosed to the recipient. 

To clarify any aspects contained in the Report please contact us at report@coinfirm.com.



  GLOSSARY

Address an address is like a bank account and for example a Bitcoin address starts with either a ‘1’ or a ‘3’ or a

‘bc1’ and is 26-35 alphanumeric characters in length. The address is generated from the private key,

which is required to move assets assigned to this address to another address(es).

Anti-Money Laundering

(AML)

the process of systems and controls that are applied to deter, disrupt and detect the flow of illicit value

between collusive criminals that represents the proceeds of crimes and predicate offences such as tax

evasion, sanctions evasion, theft, counterfeiting and fraud.

Blockchain is a public ledger that records transactions that are performed. This is achieved without any trusted

central authority as the maintenance of the blockchain is performed by a network of communicating

nodes running the software. Network nodes validate transactions, add them to their copy of the ledger,

and then broadcast these ledger additions to other nodes.

Combating the Financing

of Terrorism (CFT)

the process of deterring and disrupting the financing of terrorism and proliferation. It is increasingly

difficult to distinguish from money laundering activity due to the collusive conduct of terrorist financiers

and transnational organized criminals, but it is typically distinguished from money laundering on the

grounds that the sources of money laundering must be criminal, whereas the sources of finance for

terrorism include donations from lawfully earning income. The goal of money laundering is typically a

financial gain, while the goal of terrorism financing is typically ideological activity.

Customer Due Diligence

(CDD)

a process to assess all of the risks associated with a client or relationship, including KYC, and that

requires that the overall client conduct, and transactions are assessed to determine if this is unusual

and reportable. CDD requires that obliged entities assess the risks before entering in to a relationship,

and continuously thereafter in response to trigger events or suspicious activity for example. It is a

continual process that is designed to assess and monitor changes in customer risks.

Decentralised Virtual

Currencies

(cryptocurrencies) are distributed, open-source, mathematically-based peer-to-peer virtual currencies

that have no central administering authority, and no central monitoring or oversight. Examples include:

Bitcoin, Ethereum, Litecoin and Namecoin.

Distributed Ledger

(Shared Ledger)

‘Ledgers’, or put simply, records of activity, were historically maintained on paper, more recently these

were transferred to bytes on computers, and are now supported by algorithms in blockchains. They

are essentially an asset database that can be shared across a network of multiple sites, geographies or

institutions. All participants within a network can have their own identical copy of the ledger. Any

changes to the ledger are reflected in all copies in minutes, or in some cases, seconds. The assets can

be financial, legal, physical or electronic. The security and accuracy of the assets stored in the ledger

are maintained cryptographically using ‘keys’ and signatures to control who can do what within the



shared ledger. Entries can also be updated by one, some or all of the participants, according to rules

agreed by the network. (Taken from UK Government: ‘Distributed Ledger Technology: beyond block

chain’).

Electronic money (e-

money)

is an electronic store of monetary value, based on technological mechanism for holding and accessing

fiat currency.

Enhanced Customer Due

Diligence (EDD)

a higher standard of due diligence, including identity verification and investigation that is required to be

performed for those clients and relationships that have been identified as presenting the greatest risk

of financial crimes. These risks include among others PEPs, Correspondent Banking, non-face-to-face

activities such as virtual currency and private banking.

Exchanger / virtual

currency exchange

is a website service, or an entity, engaged as a business in the exchange of virtual currency for real

currency, funds, or other forms of virtual currency and also precious metals, and vice versa, for a fee

(commission). Exchangers generally accept a wide range of payments, including cash, wire payments,

credit cards, and other virtual currencies. Individuals typically use exchangers to deposit and withdraw

money from virtual currency accounts. Examples include: Bitstamp, GDAX, Kraken, OKCoin and ItBit.

Fiat Currency is legal tender that is backed by the central government who issued it. Examples are the US Dollar,

Japanese Yen and UK Sterling.

‘Fifth’ EU Money

Laundering Directive

(5MLD)

an amendment to the 4MLD that was agreed in response to the terrorist attacks across Europe in 2015

and 2016. The new law must be transposed by member states by 10th January 2020, and new

measures include the requirement for virtual currency exchange services and virtual currency

custodian wallet providers to be treated as ‘obliged entities’.

FinTech refers to new applications, processes, products or business models that are being applied to improve

the efficiency and security of financial services.

Fourth EU Money

Laundering Directive

(4MLD)

European response to the FATF 40 Recommendations from February 2012 and was required to be

transposed by EU member states by 26th June 2017.

Hash A hash value (or simply hash), also called a message digest, is a string of characters generated from a

string of digital data, e.g. a pdf file. The hash is substantially smaller than the text itself and is generated

by a formula in such a way that it is extremely unlikely that some other text will produce the same hash

value and it is extremely difficult to reverse to identify the source message.



Know Your Customer

(KYC)

the identification and verification of the natural person, legal entity or legal arrangement through

identifying information, such as name and address, and the verification of these details to identify fraud,

misrepresentation etc.

Money Laundering a process to disguise the illicit source of value, either by self-laundering or through the placement,

layering or integration process, conducted by criminals who ultimately wish to use this value for self-

gratification, or to continue to finance their illicit activities.

Money Laundering

Reporting Officer (MLRO)

the chief compliance officer responsible for all AML/CFT activities and responsible for ensuring that an

obliged entity is not used by criminal or the financiers of terrorism.

Nodes are computers in the blockchain network which receive new transactions and blocks, validate these

transactions and blocks and spread valid transactions and blocks to connected nodes and ignore

invalid transactions and blocks. It is generally considered that the more nodes exist in the network, the

more secure the is the system.

Politically Exposed

Person (PEP)

a person of high public office who may be able to influence the misappropriation of public funds whilst

in office, or the awarding of public contracts. Include members of government, ruling classes such as

Presidents, Royalty, Ministers of the Government and military and judiciary. The families of PEPs, and

their close business associates, are also included due to the close affinity and trust that they may enjoy

in their relationship, and which may lead to the PEP using these relationships as ‘front’ or ‘informal’

nominees.

Private Key a private key is a cryptographic code that functions as a secret password that allows the user to sign a

cryptocurrency transaction and transfer funds to another cryptocurrency address. Using the private

key proves ownership of cryptocurrency.

Sanctions when applied to financial services, represent a prohibition on providing regulated services to the

subject of the sanction, and the requirement to freeze and report any assets that are held to the local

jurisdiction sanctions administrator, such as OFAC or HMT.

Simplified Due Diligence

(SDD)

a lower level of customer due diligence verification that can be performed where there is no, or a

lesser, risk of money laundering.

Trading platforms function as marketplaces, bringing together buyers and sellers of virtual currencies by providing them

with a platform on which they can offer and bid among themselves. In contrast to exchanges, the

trading platforms do not engage in the buying and selling themselves. Some trading platforms give



their customers the option of locating potential customers nearby. Examples include LocalBitcoins.com

and Mycelium Local Trader.

Transaction Fee Is earned by miners when a transaction is completed. The minimum transaction fee required is

determined by the "size" (kilobytes) of the transaction data. Most small transactions require a fee of

about 0.0001 BTC and transactions with larger fees are given priority to be added to the block, so they

are usually confirmed faster than transactions with low fees.


